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‘ Assisted living Programs are defined by the type
' of population served. The census numbers were
\ provided by the Program at the time of the

1on-site. ‘ S 6 ¢ O(\Zp(

Number of tenants without cognitive disorder: 52 |

Number of tenants with cognitive disorder: pOC
112
TOTAL Census of Assisted Living Program: 64 (0 / / l/g

The following regulatory insufficiencies were cited
during the investigation of Complaint #74593-C.

A 014/ 481-67.3(3) Tenant Rights A014

481-67.3 Tenant rights. All tenants have the
following rights:

67.3(3) To receive respect and privacy in the
tenant's medical care program. Personal and
medical records shall be confidential, and the
written consent of the tenant shall be obtained for
the records’ release to any individual, including
family members, except as needed in case of the
+ tenant's transfer to a health care facility or as
required by law or a third-party payment contract.

| This REQUIREMENT is not met as evidenced

i by:

Based on interview and record review the
Program failed to consistently ensure the privacy
of tenants. This potentially affected 64 of 64
tenants. Finding follows:
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 When interviewed on 4/9/18 at 2:05 p.m. Staff A |

. admitted she sent medical information via text , ‘
messages. She reported she used her personal

1 cell phone to send the information to the person ‘
on call. She acknowledged there was no way to ‘

’ ensure the information had been delivered and/or ‘

’ read by the person on call.

‘ When interviewed on 4/9/18 at 2:30 p.m. Staff B \
. reported she used her personal cell phone to
send a photo of a tenant's injury via text message
to the person on call.

When interviewed on 4/9/18 the Executive
Director(ED) and Director of Healthcare(DOH)
reported they could not say for sure that no one
had sent text messages with private information
from personal cell phones. The Director of
Health Care confirmed she had asked staff to

- send photos of injuries via text messages.

Record review on 4/9/18 revealed the Program's

Confidentiality and Non-Disclosure Agreement.

The agreement included the following statement,

"To refrain from communicating information about

a resident in a manner that would allow others to

, overhear such information or to discuss a

" resident's information with anyone not permitted
access to such information in accordance with

- the Community's established policies or resident's

wishes."

When interviewed on 4/9/18 the ED and DOH
confirmed by sending texts about tenants’

~ personal information someone not "permitted

- access" could obtain tenant personal information.
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Tenant Rights - Tag ID A014
Elements detailing how the Program will correct this regulatory insufficiency:
¢ The Executive Director will reimplement the Confidentiality and Non-Disclosure Agreement
form to include new verbiage on line #2 stating that staff are “to refrain from communicating
information verbally or by using electronic devices about a resident in a manner that would
allow others to overhear or have access to such information or to discuss a resident’s
information with anyone not permitted access to such information in accordance with the
Community’s established policies or resident’s wishes (e.g., friends, relatives, visitors,
family members of residents, etc.).”.
o The Executive Director will hold a mandatory all-staff meeting to discuss this new format on
Wednesday, May Sth, 2018.
o Al staff will sign the new updated version of the Confidentiality and Non-Disclosure
Agreement form by June 1%, 2018

What measures will be taken to ensure the problem does not recur:
¢ All previous copies of the Confidentiality and Non-Disclosure Agreement will be adjusted to
reflect the new verbiage
e All new staff members will sign the updated Confidentiality and Non-Disclosure Agreement
forms upon hire and they will be kept in their electronic files
o Staff who do not adhere to the new work rules set forth in the Confidentiality and Non-
Disclosure Agreement will be progressively disciplined accordingly

How the Program plans to monitor performance to ensure compliance:

e The Executive Director is the HIPPA compliance officer for this community and will
investigate all possible breaches of HIPPA and will discipline staff accordingly

The date by which the regulatory insufficiency will be corrected:

e The new version of the Confidentiality and Non-Disclosure Agreement will be drafted by
May 8" 2018

+ The mandatory all-staff meeting to discuss these changes will be held on Wednesday, May
9" 2018

o All staff will have signed and agreed to the new format of the Confidentiality and Non-
Disclosure Agreement by June 1%, 2018



