lowa Department of Inspections and Appeals
Health Facilities Division
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Facility Name: Ennoble Skilled and Fine amount reduced by
Rehabilitation Center

35% To $325.00 on August

9, 2017 pursuant to lowa

Facility Address/City/State/Zip Code Section 135C.43A
2000 Pasadena Drive

Dubuque, lowa 52001

Amended on 8/4/17 following the IDR/IC

Date: May 2, 2017

Survey Dates: April 13, 18-19,2017
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58.45(1)

481-58.45(135C) Dignity preserved. The
resident shall be treated with consideration,
respect, and full recognition of dignity and
individuality, including privacy in treatment and in
care for personal needs. (I1).

58.45(1) Staff shall display respect for residents
when speaking with, caring for, or talking about
them, as constant affirmation of their individuality
and dignity as human beings. (I1).

DESCRIPTION:

Based on record review, staff interviews and
review of policy and procedures, the facility failed
to ensure the staff treated residents with respect
when caring for or talking about them, as constant
affirmation of their individuality and dignity as a
human being, including privacy and free from
social media (Resident #1, Resident #2). The
sample consisted of 4 residents and the facility
reported a census of 68 residents. According to
the facility investigation, on March 29, 2017 they
[the facility] received a report that Staff A, CNA
(Certified Nurse's Aide), an employee of the
facility, posted live video feed on Instagram, a
social media account, and delivered this live
streaming to 7 friends/people without knowledge
or consent of the residents. The live video
consisted of a conversation of Resident #2. Staff
A stated she was going to a co-worker’s

$500

Upon
Receipt

Facility Administrator

Date

Page 1 of 9

If, within thirty (30) days of the receipt of the citation, you (1) do not request a formal hearing or; (2) withdraw
your request for formal hearing, and (3) pay the penalty; the assessed penalty will be reduced by thirty—five
percent (35%) pursuant to lowa Code section 135C.43A (2013).
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grandma/grandpa room. The conversation
included the staff took the resident to the toilet.
The resident voiced she had soiled her sock and
needed it changed. The resident’s face was
shown while in bed. The facility investigation
indicated Staff B, Dietary Aide, observed the live
video on Instagram on 3/28/2017, at
approximately 9:30 p.m. and reported it to the
facility the following day. Staff A took an
Instagram of Resident #1's name plate outside of
the door.

Findings Include:

1. Resident #2 had a MDS (Minimum Data Set)
assessment with a reference date of 3/30/2017.
The MDS indicated Resident #2 had no cognitive
impairment and required assistance of staff to
transfer and did not ambulate. The resident had
diagnoses including a left femur (thigh bone)
fracture.

The Incident Tracking System reported on
3/28/2017 at approximately 9:45 p.m., the CNA
(Certified Nurse's Aide) had activated a cell
phone live streaming Instagram to 7 people when
taking care of a resident. The people had access
to hear or see live streaming. The Instagram
enabled them to hear a resident in the
background talking and a picture of the resident’s
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If, within thirty (30) days of the receipt of the citation, you (1) do not request a formal hearing or; (2) withdraw
your request for formal hearing, and (3) pay the penalty; the assessed penalty will be reduced by thirty—five
percent (35%) pursuant to lowa Code section 135C.43A (2013).
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face. The facility notified the resident's family and
physician on 3/30/2017.

During an interview on 4/13/2017 at 8:30 a.m.,
Staff E, Administrator, reported Staff B, dietary
personnel, observed Staff A, CNA live stream on
Instagram while at work on 3/2/2017. Staff B
reported viewing video of the nurse's station,
Resident #1's room name plate, and mentioned
Resident #2 name and viewed his/her face. While
Staff A assisted Resident #2 to the bathroom, the
phone faced the ceiling during cares, however
viewers could hear the conversation.

On 4/18/2017 at 9:40 a.m., the Director of
Nursing (DON), was interviewed and stated she
became aware when Staff B reported the incident
the following day. The DON stated Staff B
observed Staff A on Instagram posting a live
stream while at work. Resident #1's name plate
could be seen and she mentioned Resident #2 by
name and someone’s grandma/grandpa. Staff A
assisted Resident #1 to the bathroom and
viewers could hear the conversation that included
the resident telling Staff A that he/she soiled
his/her sock and needed it changed. Later Staff A
showed the resident's face while in bed. The
DON stated the resident’s family member
requested her/his mother not know about the
phone being turned on.
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If, within thirty (30) days of the receipt of the citation, you (1) do not request a formal hearing or; (2) withdraw
your request for formal hearing, and (3) pay the penalty; the assessed penalty will be reduced by thirty—five
percent (35%) pursuant to lowa Code section 135C.43A (2013).
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During a phone interview on 4/18/2017 at 11:45
a.m., Staff B stated she worked 3/28/2017 from
12:30 - 7:00 p.m. At about 9:45 p.m., she
received a Social Media notification that Staff A
posted live video. Staff B knew that Staff A
worked that evening. Staff B observed video that
included Resident #1's name plate with room
number. Staff B also heard Staff A mention
Resident #2 by name and video of the resident's
face after Staff B assisted the resident to bed.
While Staff A assisted the resident to the
bathroom, Staff B heard conversation that
included the resident telling Staff A he/she soiled
self and had a sore bottom.

On 4/18/2017 at 11:00 a.m., Staff A, CNA, with
mother present, reported on 3/28/2017, near the
end of the shift she sat near the back dining room
with her phone on Instagram, live video, a Social
Media account with approximately 7 friends
viewing. Staff A stated she thought she had
paused the video and went to check if staff
working in the front of the building needed help.
Staff A went to Resident #1's room and asked
Staff F if she wanted Staff A to answer Resident
#2's call light. Staff A went to Resident #2's room
and placed the phone on the dresser, not
realizing the phone remained on. Staff A assisted
the resident to the bathroom and they discussed
Resident #2's relative whom Staff A knew. Staff A
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If, within thirty (30) days of the receipt of the citation, you (1) do not request a formal hearing or; (2) withdraw
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percent (35%) pursuant to lowa Code section 135C.43A (2013).
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assisted the resident to bed. The resident asked
Staff A to tell the nurse the resident needed foot
wraps changed. Staff A stated she did not realize
she had shown the resident's face while in bed.
There were approximately seven friends following
the live video streaming at the time including Staff
B, Dietary Aide. After Staff A left the resident's
room, she went to the break room, clocked out
and left the facility. Staff A clicked the phone "live
again" which meant starting the video again and
not resuming it. Staff A indicated the facility
terminated her due to privacy violation. Staff A
worked at the facility since 2/15/2017 and signed
the Corporate Compliance of Commitment to
Standards and Ethics and the Social Media Policy
on 2/15/2017.

During a phone interview on 4/18/2017 at 12:30
p.m., Staff F, CNA, reported working the evening
of 3/28/2017. Near the end of the shift Staff F
assisted Resident #1 when Staff A came and
asked if he/she could assist Resident #2 from the
toilet to bed. Staff F agreed. When Staff F
completed cares on Resident #1, she checked on
Resident #2 and observed the resident in bed.

The policy and procedures titled Social Media
Policy, revised and effective 8/16/2016 included:

Purpose: The purpose of this policy is to provide
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guidelines covering Social Media.

Social Media: covered by this policy includes both
internal Social Media viewable only by Covenant
Care audiences and external Social Media visible
to third parties.

Policy:

All employees and Contingent Workers are
personally legally responsible for the content of
the commentary they post using Social Media and
can be held liable for unlawful actives. Such
improper activities could also result in disciplinary
action up to and including termination of
employment.

2. Resident #1 had a MDS (Minimum Data Set)
assessment dated 3/15/2017. The MDS
identified Resident #1 had no cognitive
impairments and required extensive staff
assistance for transfers and did not ambulate.
The MDS documented the resident had
diagnoses including quadriplegia (loss of function
of all 4 limbs).

The Incident Tracking System reported on
3/28/2017 at approximately 9:30 - 9:45 p.m.
indicated the resident's room number and name
were displayed on social media. On 3/30/2017
the facility notified the resident and the resident's
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physician.

During an interview on 4/13/2017, the resident
stated the facility informed him/her of the incident
and the resident voiced he/she had no concerns
the room name plate was shown on social media.

The policy and procedures titled Resident's
Rights, revised 6/2015 included the following;

Policy: It is the policy of Covenant Care and its
subsidiaries to provide our residents with a
comfortable, private and safe environment in
which to live.

Terms included:

A. Each resident must be treated with respect.
Residents have the right to be free from all forms
of physical, mental and verbal abuse. Employees
are expected to protect the rights of each resident
at all times.

B. Each resident is entitled to their privacy. All
medical and personal records must be kept
confidential. Any unauthorized access or
publicizing of personal, medical or confidential
information is strictly prohibited. Residents have
the right to approve or refuse to have their
records released to anyone outside of the facility,
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If, within thirty (30) days of the receipt of the citation, you (1) do not request a formal hearing or; (2) withdraw
your request for formal hearing, and (3) pay the penalty; the assessed penalty will be reduced by thirty—five
percent (35%) pursuant to lowa Code section 135C.43A (2013).
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except in transfer to another health facility, or as
required by law or third-party payment contract.
D. Covenant Care expects every resident to be
treated with consideration and full recognition of
dignity and individuality, including privacy in
treatment and care of personal needs.
E. Any infringement of the comfort, privacy and
personal safety of a resident will result in
disciplinary action up to and including termination.
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